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* • 



S<<j i 



i ; 


l 3 


• - ■ — 5> 





a 
a 

m 

m 
-j 
i:s 
m 

m. 

a 
w 

SS 
o 
o 




Suj2 






Field 


Header 


Size 


Onset 


Onset 


Onset 


Onset 










For 


— For 


For 


For 










Ethernet 


Ethernet 


SNAP 


SNAP 










n 


D Tagged 


Untagged 


Tagged 










Untasxed 










Destination Mac Address 


Mac 


6 Bytes 


0 


0 


0 


0 




Source Mac Address 


Mac 


6 Bytes 


6 


6 


6 


6 




Protocol Type 


Mac 


2 Bytes 


12 


16 


20 


24 




Destination SAP 


802.3 


IByte 


NA 


NA 


14 


18 




Source SAP 


802.3 


1 Byte 


NA 


NA 


15 


19 




802. lp Priority 


Mac 


3 bits 


NA 


14 


NA 


14 




VLANId 


Mac 


12 bits 


NA 


14+ 4b 


NA 


14+4b 




TOS Precedence 


IP 


3 bits 


15 


19 


23 


27 




Differentiated Services 


IP 


6 bits 


15 


19 


23 


27 




Source IP Address 


IP 


4 Bytes 


26 


30 


34 


38 




Destination IP Address 


IP 


4 Bytes 


30 


34 


38 


42 




Protocol 


IP 


1 Byte 


23 


27 


31 


35 




Source Port 


TCP/ 


2 Bytes 


34 


38 


42 


46 


" r. 




UDP 














Destination Port 


TCP/ 


2 Bytes 


36 


40 


44 


48 


T. ' V. 




UDP 














TCP Control Flags 


TCP 


1 Byte 


47 


51 


55 


59 


V fo 


(For aligning on Byte 
















boundary 2 bits of 














i vi* 


reserved bits preceding 














si 


this field is included) 
















Data at Offset 1 


NA 


8 Bytes 


Data 


Data 


Data 


Data 


?i y • 






Offsetl 


Offsetl 


Offsetl 


Offsetl 


If 








From 


From 


From 


From 










start of 


start of 


start of 


start of 










IP /IPX 


IP /IPX 


BP /IPX 


IP /IPX 










Header 


Header 


Header 


.Header 




Data at Offset 2 


NA 


8 Bytes 


Data 


Data 


Data 


Data 






Offset2 


Offset2 


Offset2 


Offset2 










From 


From 


From 


From 










start of 


start of 


start of 


start of 










IP /IPX 


IP /IPX 


IP/IPX 


IP /IPX 










Header 


Header 


Header 


Header 




Data at Offset 3 


NA 


8 Bytes 


Data 


Data 


Data 


Data 






Offset3 


Offset3 


Offset3 


Offset3 










From 


From 


From 


From 










start of 


start of 


start of 


start of 










IP/IPX 


IP /IPX 


IP /IPX 


IP/IPX 










Header 


Header 


Header 


Header 




Data at Offset 4 


NA 


8 Bytes 


Data 


Data 


Data 


Data 








Offset4 


Oiiset4 


Uiiset4 


^nseiH 










From 


From 


From 


From 










start of 


start of 


start of 


start of 










IP /IPX 


IP /IPX 


IP /IPX 


IP /IPX 










Header 


Header 


Header 


Header 



) 



Filter Mask Format: 



Filter 
Enable 
(lb) 


Counter 
(5b) 


Rem 
Port 
(lb) 


Output 
Mod 
(5b) 


Output 
Port 
(6b) 


TOS Prec 
(3b) 


Diff Serv 
(6b) 


802. lp Prior 
(3b) 


NMA 
. Enb 
(lb) 


No Match 
Action 
(10b) 


Data 
Offset 
4 (7b) 


Data 
Offset 
3 (7b) 


Data 
Offset 
2 (7b) 


Data 
Offset 
1 (7b) 


Ingress 
Port 

Mask 
(6b) 


Egress 
Modld 
Mask 
(5b) 


Egress 
Port 

Mask 
(6b) 




Field Mask 



Field Mask Format: 



Dest 


Src 


Prot 


Dest 


Src 


802.1 


Vlan 


TOS 


Diff 


Src 


Dest 


Prot 


Src 


Dest 


Mac 


Mac 


type 


SAP 


SAP 


P 


Id 


Prec 


Serv 


IP 


IP 


IP- 


Port 


Port 


addr 


addr 


(2 B) 


(IB) 


(1 B) 


Prio 


(12b 


(3b) 


(6b) 


addr 


addr 


OB) 


(2B) 


(2B) 


(6B) 


(6B) 




(3 b) 


) 






(4B) 


(4B) 









TCP Cntr Flags 


Data 1 


Data 2 


Data 3 


Data 4 


(IB) 


(8B) 


(8B) 


(8B) 


(8B) 




IP 



\ 










■ 

















I 



a 

ire 
m 

m 

m 
m 

h 

m 

a 
a 




Count 
er 

(5b) 


Output 
Mod 
(5b) 


Output 
Port 
(6b) 


TOS 
P 

(3b) 


Dis- 
services 
(6b) 


802. lp 
Priority 
(3b) 


Actio 
ns 

(nb) 


Filter 
Select 
(3b) 


Ingres 
sPort 
(6b) 


Egrs 
Mod 
(5b) 


Egrs 
Port 
(6b) 


Filter 
Value 
(512 b) 


















































































































































































1 















o 

m 
ru 

m- 
m 
m 

V. 

o 
w 

U 

a 
a 



30 | 28 I 26 1 24 



22 



20 



18 



16 



14 



12 



10 



Source IP Address 



6 1 4 | 2 | 0 
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In-Profile Actions 




The 802 Jp priority 
values is picked 
from the TOS 
Precednce field in 
the IP header (if 
packet is Ipv4 
only). Set 
Regenerate CRC 
in the message. 




TheTOS 
Precedence value 
is picked up from 
the 802. lp priority 
field (only if pkt is 
lpv4 ) Recalculate 
JP Checksum. Set 
Regenerate CRC 
in the message. 



Is bit2 of 
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action field set 














Replace TOS 
Precedence field in 

IP Header with 
TOS^P field in this 
entry. Recalculate 
IP checksum. Set 
Regenerate CRC in 
the Message, (if 
pktislpv4) 
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Remember to send a copy 
to CPU. Set the bitO of 
Cpu Opcodes. 




Remember to send a copy to 
Mirrored-to port. 
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Drop the packet but 
continue checking other 
action bits 




Select Output Port and 
Output module Id from the 
field in Filter mask as 
egress Port and egress 
module. Set Port Bitmap 
accordingly. 
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I- Select Cos from the field in 
Filter mask. 





Get Cos from the field in the 
Filter mask. Modify Pkt for 
Priority Tagged field. Set 
Regenerate CRC bit. 



N 




// TOS is not modified by 
higher Biter mask {The 
DSCP is picked from the in- 
DSCP field of the Filter 
Mask (only if pkt is Ipv4 ) 
Recalculate IP Checksum. 
Set Regenerate CRC in the 
message.} 
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to CPU. Set the bitO of 
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Remember to send a copy to 
1 J Mirrored-to port. 
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Drop the packet, but 
continue checking other 
action bits 
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Select Output Port 
and Output module 

id from the Rule 
entry as egress Port 
and egress module. 
Set Port Bitmap 
accordingly 
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.Select Output Port and 
i: ^Output port module in 
i. this Rule entry as egress 
\ ifprt and egress module. 

Set Port Bitmap 
i ^ ! accordingly. 



Set the Drop Precedence 

bit to I. 
Set the CNG bit in the P- 
Channel 



43: 



LI 

If packet should be dropped due to FFP, Port 
Bitmap =0 

If a copy should go to CPU or source search said 
C* 

Port Bitmap = Port Bitmap / (1 « CPU) 



_4L 



Get PortBitmap and AND with Forwarding Port 
Reg and AND with -Active Port Reg 
corresponding to COS Queue selected (after going 
through the Cos Mapping using COS Select 
Register) AND -HOL Register, to get the egress 
PortBitmap 

Look at M Bits of Port Based VLAN table. 





Remember to send 
the packet to 
Mirrored Port 



Remember to send 
the packet to 
Mirrored port 
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Remember to send 
the packet to 
Mirrored Port 
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Out-Profile 
Actions 




Remember to send 
a copy to CPU. Set 
the bitO of Cpu 
Opcodes. 




Drop the packet 
but continue 
checking other 
action bits 




If TOS is not modified 
by higher filter mask { 
The DSCP is picked 
from the Out-DSCP field 
of the Rule (only ifpkt is 
Ipv4) 
Recalculate IP 
Checksum. Set 
Regenerate CRC in the 
message.} 




Set the Drop Precedence 

bit to 1. 
Set the CNG bit in the P- 

Channel 
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If FFP_DSCP, then use the value of 
DSCP from FFP else 
If DSCP_FIag = 1 then use assigned 
DSCP value else use DSCP value from 
DSCP field of IP Header to index into 
DiflServ Table. Increment DSCP Rate 
counter fie l d from the mh l e tbr this mm ( in 
octets ». 



Set CNG bit in 
the P-C'hanncl 



Set portbitmap^O 
If (C State or a copy 
should go to CPU 
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portbitmap = 1« CPU 

VGn rn \ 1 





Get 802. lp packet 
priority from New 
DSCP assigned 
802. lp priority field. 



Get 302. lp packet 
priority from DSCP 
802. lp priority 
field and the 

corri'Miondinu COS 
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value i> inn chxmcd Change the DSCP 
field to New DSCP field value recalculate 
IP checksum, regenerate CRC. 
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Pick up the CoS Queue value from 
DSCP priority Queue. 



If FFP_DSCP = i or DSCPJIag = 1 
then change the DSCP field, recalculate 

IP checksum, regenerate CRC. (The 
DSCP field will come from FFP logic if 

FFP_DSCP=1 else from DSP logic) 
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Get PortBitmap and AND with Forwarding Port 
Reg and AND with Active Port Reg corresponding 
to COS Queue selected (after going through the 
Cos Mapping using COS Select Register) AND 
HOL Register, to get the egress PortBitmap 
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flow to another 
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Frame Arrival 
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Map the frame to a 






trunk port 
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insen Marker huc 
in the Idli buffe: 

Set the port 
unavailable for 
frames from the 
gigabit port 
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: Select the 
j nextavailabte trunk 
| port {e.g. round 
• robin) 



Switch frame to 
the next egress 
trunk port buffer 



Update the [ 
mapping table j 
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SM, dest 
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me dest 
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Egress Port/COS Queue 
Status 



F = Full 
AF = Almost Full 
AE = Empty 
E = Empty 
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Check the status 
of egress COS 
queue 



ss-s 
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Send the entry to 
the COS queue 
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RUn Scheduler 



ST- 7 




Select next COS 
queue according 
to predetermined 
scheme, e.g. RR 





Drop Packet 


s*«3 , 





^ Done ^ 



Indication to ingress port to 
send Marker Response PDU 




Ingress Port 1 t 
sends out Marker 
Response PDU 
after getting 
indication from port 
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Response 
POU 
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A4 



A5 ! 



Subsequent 
frames from the 



J flow are queued to 
link 2 



